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02 -+ IHY NOWN ZERO HUMANS IN THE LOOP

Industrial activity must always run,
whatever the circumstances.

Q ol o

Always-on activity Efficient intervention Proactive, not reactive Huge fleets, few experts

Lines, ports and plants Time to recover is what Read the symptoms before
never stop. Downtime is counts. Today most of it is the failure. Act ahead of
counted in minutes. spent getting access. the incident.

Thousands of devices,

a handful of engineers,
none standing next to

the machine.

KEY POINT
The question is no longer how fast a human can respond. It is how much can be handled before a human is needed.
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03 - THE PROBLEM ZERO HUMANS IN THE LOOP

At 5 am, nobody is coming.

A robot fails in a warehouse. No on-call engineer. Often no network. And a restart is not
a diagnosis.

e &) AN

No human No network No diagnosis

The on-call engineer is asleep, 2 No cloud, no VPN, no dashboard. A reboot hides the cause. It comes
000 km away. The site is on its own. back at 3:40.

KEY POINT
Critical edge applications need a responder on the device, not on a pager.
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04 - THE HUMAN ON CALL ZERO HUMANS IN THE LOOP

Your best engineer still needs 45 minutes.

Humans are not slow to think. They are slow to start. At the edge, the start is the
whole problem.

A TYPICAL NIGHT - ONE ENGINEER, ONE ROBOT

03:07 03:15 03:20 03:35 03:50

Pager fires Laptop, VPN No link Logs, a guess *Looks fine”

If the alert reaches Wake up, find the The site is offline. Call One log line, one Back to bed. Root
anyone at all. laptop, connect. someone on site. theory, one restart. cause unknown.

KEY POINT
Waking up, switching context and getting access cost more than the fix itself.
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05 - WHY NOT JUST AN LLMWM ZERO HUMANS IN THE LOOP

An LLM alone is a new engineer guessing.

THE NEW ENGINEER THE RAW LLM

Reads one log line and picks a theory. Fluent and confident on one log line.

Has never seen last month’s incident. No memory of your clusters or your past.
Acts outside the runbook when stressed. Will happily invent a kubectl command.

Cannot prove afterwards what was done. No audit, no limits, no undo.

Same failure mode. Fluent, fast, and wrong in ways you cannot audit.

KEY POINT

The difference is not the model. It is the structure around it: flow, context, guardrails, trust, tools, audit.
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06 - HUMAN VS AI SRE

Human vs Al SRE at the edge

Step
Detect
Diagnose
Act
Verify
Learn
Available

Consistent

KEY POINT

Human on call

Minutes, if the pager reaches anyone
20 to 60 min, from one log line

Ad hoc, from memory, under stress
”Looks fine”, back to bed

A post-mortem, maybe, next week
One engineer for many robots, online

Depends on the hour and the person

ZERO HUMANS IN THE

KEOS agent on the robot

Milliseconds, eBPF inside the kernel
Seconds, from event + runbooks + live state
Bounded catalog, checked by policy
30-second watch: healed, or escalate

Every incident calibrates the next one

One agent per robot, offline, 24/7

The same nine steps, every time

The agent is not smarter than your engineer. It is awake, local, consistent, and already has the context.
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07 - KEOS ZERO HUMANS IN THE LOOP

KEOS: an operating system that heals itself.

A Kubernetes-based edge 0S with the whole Al SRE stack on one NVIDIA Jetson Orin Nano Super.

Al SRE agent - a LangGraph state machine: observe, diagnose, act, verify
INTELLIGENCE Local LLM on the GPU (Ollama - qwen2.5) - embeddings - Qdrant for runbook retrieval

CONTROL OPA policy gate - MCP server with the action catalog - scoped RBAC - sighed audit

OBSERVE eBPF sensors (Falco - Tetragon) - kubelet events - NATS JetStream event bus

KUBERNETES Immutable OS - k3s - GitOps - air-gap ready - the robot’s apps run here as pods

HARDWARE NVIDIA Jetson Orin Nano Super - GPU inference on the robot - ARM64

Everything runs in-cluster. No cloud. Nothing leaves the robot.
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08 - DETERMINISTIC FLOW ZERO HUMANS IN THE LOOP

A closed graph, not a free agent.

Every incident walks the same nine steps, in LangGraph. Each step is a pure function and writes one
audit line.

oSS ()} 5 S T = R = - DECIDE 3 - HEAL 4 - LEARN

triage diagnose execute calibration

[ = [ 2
retrieve_context plan_action verify baselines

k8sgpt_analyze policy_gate escalate forecast

no free-form ReAct loop : every path enumerable < every transition signed

KEY POINT
The LLM decides inside a step. It never decides what the next step is.
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®9 - CONTEXT (RAG)

ZERO HUMANS IN THE LOOP

Reasoning with your past.

A trust score is not enough. The model gets the enterprise context before it sees the event.

RUNBOOKS - RAG

Your incidents and fixes, embedded in Qdrant.
Top matches for this event, this domain.

DIAGNOSE
LOCAL LLM

Arbitrates between
independent signals

KEY POINT

LIVE STATE BASELINES

kubectl describe of the target, plus
structured K8sGPT findings, not summaries.

"Memory is 4 0 above this pod’s 3 am
baseline”, instead of a raw number.

}

STRUCTURED JSON
confidence

OUTPUT

summary -+ root_cause evidence|]

A small local model with the right context beats a large remote model quessing from one log line.

keos by pocteo
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10 - GUARDRAILS ZERO HUMANS IN THE LOOP

Four locks on every action.

Autonomy is only safe because four independent controls gate each action. Policy is data, not a prompt.

G & 3 &
Kill-switch Policy gate Scoped RBAC Signed audit

AgentMode CRD: observe- OPA, default deny. A severity The agent can do only what Every transition is one HMIAC-
only, active, frozen. Read at x action matrix, levels L1 to the catalog needs. Nothing in signed line. Tampering

execution time. L4. Protected namespaces. kube-system. is detected.

restart_pod: low L1 - high L2 - allowed drain_node: low L4 - critical L1

EXAMPLE L3, L4 -~ a human

KEY POINT
The matrix is evaluated twice, in the agent and again in the MCP server. They must agree, or it escalates.
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11 - TRUST AND ESCALATION ZERO HUMANS IN THE

A trust score, and three doors to a human.

Confidence is calibrated per rule from graded outcomes. Below the threshold, the agent does not act.
It escalates.

DOOR 2 - POLICY GATE DOOR &8 - VERIFY
OPA says deny? (L3, L4) still unhealed after 30 s?

Risky action on a weak The fix is undone and a
signal: a human approves, or human is paged, with the
nothing happens. diagnosis attached.

DOOR 1 - DIAGNOSE
confidence < threshold?

Per-rule threshold, learned from

p50 / p90 of past outcomes.

- escalate
- escalate - escalate

every other path ends in: healed - audited : no human woken

KEY POINT
Human approval is the exception path, by design. Not the default.
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12 - TOOLS (mMCP) ZERO HUMANS IN THE LOOP

MCP: the only door to the cluster.

The agent never touches the API server. It calls tools from a catalog, through an MCP server that re-checks
the policy.

AGENT - PLAN_ACTION MCP SERVER

The prompt is constrained Exposes the catalog. Re-
to the catalog: tool, args, runs the OPA matrix. Signs the
scope, reversible. audit line.

KUBE-APISERVER

—)- Under scoped RBAC. The only
side effects that can exist.

restart_pod rollout_undo scale_deployment set_resources cordon + drain_node revert_drift

isolate_pod quarantine_pod capture_forensics page_human

KEY POINT

The prompt can only ask for what the catalog offers. Everything else does not exist. Containment is reversible with
one command.
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13 - BEYOND THE RESTART ZERO HUMANS IN THE LOOP

From restart to rebuild and ship.

When the fix is code, the loop keeps going: patch, rebuild, sign, ship by GitOps. No ticket, no hands.

DIAGNOSE PATCH BUILD SHIP VERIFY

armB64 image,
signed, local
registry

root cause is in agent writes the
the code fix, runs the tests

GitOps commit, == | healed, or rollback
Flux pulls it in and escalate

wake a developer — hotfix PR
— Cl — review — deplouy: hours,
three people

HUMAN
EQUIVALENT

minutes, one audited commit,
same gate, same undo

KEY POINT
The pipeline already exists: GitOps, signed images, a local registry. The agent is just a new committer, with the same quardrails.
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14 - LIVE DEMO ZERO HUMANS IN THE LOOP

Live: chaos on a robot.

Chaos Mesh injects a failure into the robot’s navigation. Watch KEOS detect, diagnose and recover it. No cloud, no reboot,
no human.

THE ROBOT ON STAGE WHAT YOU WILL SEE
Mobile robot - Jetson Orin Nano Super - KEOS (k3s) + 0 s Inject-Chaos Mesh kills ai-navigation, the robot stops
+ 1 s Detect-kubelet + eBPF event lands on the local bus
Diagnose - runbook match, root cause, confidence
above threshold
+ 6 s Act-restart_pod, severity high, OPA level L2: allowed, via MCP

ROS 2 app in four pods:

sensor-pipeline

t
t
t + bs
t
t

ai-navigation motor-driver

Verify - healed, robot moves, audit line signed
Nﬁgaggeaa‘éﬁpﬂugged,on purpose. 40 s

NATCH FOR

The pipeline view on screen, the confidence number, the policy decision, and the signed audit line at the end.
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15 - WHAT HUMANS DO NOW ZERO HUMANS IN THE LOOP

Humans move up the stack.

Zero humans in the loop does not mean zero humans. It means humans stop being the loop.

<> ® ©

Engineering Orchestration Control

Write the runbooks the Set the intent for the whole fleet. Tune the policy matrix, hold the

agent retrieves. Versions, waves, policies by kill-switch.

Build and extend the tag, GitOps. Approve the rare L3 and

action cataloqg. One cockpit for a L4 actions.

Grade outcomes, so trust thousand robots. Read the signed audit, not
is earned. the logs.

The 3 am job is gone. The 9 am job got better.
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